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Who is behind CReDo? (today)
Connected Places Catapult — project lead catAPULT Anglian Water — asset owner Lf,‘;gﬁ;f,\jmpw
Connected Ploces
[ )
CMCL Innovations — software, models !ﬁ CMCL BT — asset owner
[ )
Seience and UK S
STFC Hartree — data science, models fi‘m"w"ﬂ' UK Power Networks — asset owner raper . 2)

Delivering your electricity

DAFNI .
STFC DAFNI —trusted infrastructure, software E;?&Ana.ywac,hw DNV - assurance and risk

for National Infrastructure D N V




1. GReDo+ OVERVIEW AND
BENEFITS




INFRASTRUCGTURE INTERDEPENDENCIES
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House of Commons
House of Lords

Joint Committee on the
National Security Strategy

Readiness for storms
ahead? Critical national
infrastructure in an age
of climate change

First Report of Session 2022-23

Report, together with formal minutes relating
to the report

Ordered by the House of Commans
ta be printed 17 October 2022

Ordered by the House of Lords
to be printed 17 QOctaber 2022

HC 132

HL74
Published on 7 October 2022
by autherity of the House of Commars and the House of Lords

N

Understanding climate risks to UK —

infrastructure =
Evaluation of the third round of the Adaptation
Reporting Power - July 2022
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Bringing together data across energy,

water, and telecoms networks

- Anglian Water: water and sewerage assets,

- BT and Openreach: communication assets,

- UK Power Networks: electricity distribution assets.

With weather and infrastructure data

- Infrastructure interdependencies
- Asset failure and system impact

- What can we do to prepare or respond?

HOW DO WE INCREASE SYSTEM RESILIENCE AND ADAPT?
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Key

( Electricity . Water ‘ Telecoms O Failure
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..FOR GOORDINATED RESILIENGE
PLANNING

Anglian Water servers

S-(9)) —

BT servers
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Other asset owner servers
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High criticality
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CReDo MISSION & USP

Climate Resilience Demonstrator — Climate Resilience Decision Optimiser

Y

VAN
MISSION USP
Enable coordinated decision making and efficient CReDo connects data across siloed organisational
investment by understanding interdependencies boundaries, enabling a whole system approach to
and cascading risk across critical national modelling infrastructure interdependencies. This
infrastructure, so that together we can increase allows users to see who they are dependent on
resilience to extreme weather and adapt to climate and cascading climate risk from extreme weather,

change. supporting better decision making and reporting.



April
2021

CREDO TIMELINE

Phase 1

April
2022

Phase 1
Consolidation

June
2022

Phase 2
Add-on

Phase 2

April
2023

data sharing agreement
extended to March 2025

June
2024

OFWAT

CReDo+

OFGEM
o OFGEM

Discovery SIF Alpha

March
2024
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GCReDo+ ALPHA PHASE

Prototype a scalable pipeline for cascading risk modelling, test for extreme heat, and integrate with CReDo

o, AE ¥ oo
G - @ — [ — Chedo

User friendly Bayesian asset Library of models Digital twins and
Digital Elicitation Tool risk models for all weather other technologies
I I | I

Create a working Run elicitations with UKPN | ink asset data to create Integrate into CReDo stack
prototype to test subject matter experts and  the library of Bayesian with new visualisation, and
scalable approach to engineers to encode tacit  risk models for extreme connect asset risk models
risk modelling knowledge into Bayesian heat to understand future heat

risk models failure cascades




2. GREDO ON DAFNI

A DAENI Near DAENT?




DAFNI SERVIGES — CREDO+

Normal DAFNI stuff™

firewall

Integration
Host
(containers)

Integration
Host
(LibreOffice)

Secure host for
asset data

Secure host for
asset data

Secure host for
asset data

Secure host for
asset data

-+ SCD cloud i
i (not drawn to scale... ©)

Axo.d

UONESI[eNSIA
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Supporting different kinds of users

skill

Build models Docker training Builder
Workflows @ DAFNI z Debugging
Explore Jupyter, data g
visualisations explorer
Find data g NID Non-NID
CReDo user | Technical Main tool Support Todo

skill
Build models podman
Workflows N/A N/A N/A 27
Explore custom CReDo
visualisations
Explore data & libreoffice calc, More data,

VS code more formats




Some parts of CReDo are on Normal-DAFNI

 Flood modelling based on HIPIMS
« CReDo group on Normal-DAFNI has synthetic infrastructure data

- Designed to mimic interesting features in real data
- Utility models, eg uncompressing data
- Visualisation built with support from Rose
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3. ASSET MODELLING




ELECTRIGITY DISTRIBUTION

FAILURE MODELS FOR ELECTRICITY NETWORKS
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A method to formalise and document tacit knowledge from your expert staff into readily usable mathematical

How does it work?

Remote Monitoring and
terminal unit remote-control
overheat trip capability loss

In-person
structural - Model structures
elicitation sessions Cable
BElmIe ot termination . Supply interruption

weather

degradation

Captures key variables
i describing the behaviour of i
i vulnerable assets and the chain i i
i of events leading to impacts, i i
such as supply interruptions.

Cable Vegetation
sagging contact fire

Example model
structure
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Into readily usable

7'_

How does it work?

A questionnaire to support
L1 expertsininferring what is the
o : i likelihood of the events in the

In-person In-person
structural Model structures ‘ probability ~ Probability data
elicitation sessions elicitation sessions

Captures key variables
:  describing the behaviour of
: vulnerable assets and the chain i i
. of events leading to impacts, ;
such as supply interruptions.

Mathematical model




ASSET MODELLING

A SUMMARY OF ELIGITATION OUTPUTS




OUTPUTS OF ELICITATION vuLNERABILITIES & MITIGATIONS

Remote terminal unit \
overheat 'y . \ Transformer trip out
Modem overheat ‘ \ —
'Y 4 < Cable termination
7= degradation

Wildfire

Back-up generation
Network reconfiguration

Fibre comms
_infrastructure disruption

Satellite comms
_infrastructure disruption

Protection relay
malfunction
!

Switchgear inbox N
degradation

Monitoring and remote-control telecoms J Supply interruption o Mitigation measures
faults faults




OUTPUTS OF ELICITATION vuLNERABILITIES & MITIGATION (2)

Cable sagging leading to
vegetation contact fire
Cable termination
degradation

Wildfire

_I Supply interruption
faults




ASSET MODELLING

OBTAINING OUTPUTS WITH THE NEW MODELS




RUNNING MODELS FOR EAGH SITE TO EVALUATE RISK (3 DAFNI
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a
N

Remote terminal
unit overheat

Remote control
capability loss :

7R

42 °C for 3 days

Extreme hot
temperature / length
of heatwave

Extreme
weather

Cable

[ N
o Back-up Network L |
1 generation reconfiguration

Incoming Upstream
power failure failure cascade

Supply

termination fault

interruption

'l Wildfire l

@ What is the chance that each @ What is the likelihood of a What is the probability of @ What is the chance of being
wf individual event takes place? e supply interruption? losing telecom services? wmd impacted by other sites?

Now, it is possible to run the models to understand what could happen.




ASSET MODELLING

EXPERT ELICITATION - ADUANTAGES AND CHALLENGES




ADUANTAGES AND GHALLENGES IN EXPERT ELICITATION ..~

Advantages

Challenges

Flexible

It is possible to model
many different types of
events.

In-person

Requires a

mathematical expert
leading the process and

lengthy interviews to
obtain the information.

Little data

You do not need vast
amounts of processed
data, mainly expertise

Mathematical
nuance

The process seems
simple, but there is a lot
of mathematical detail
to consider to ensure
robustness.

Data & Analytics Facility |\
for National Infrastructure

Tailored complexity

You can make simple or
very complex models,
depending on what your
objective is.

Generalisation

The interviews need to
be specific, so how do
you generalise the
results of one site to
many?



4. DIGITAL ELICITATION TOOL
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Building an elicitation tool prototypg¢

The goal is to extract information from people's heads...
- Structural elicitation — which factors can cause failure or degradation
- Probabilistic elicitation — how likely is each factor to affect the asset

The importance of sharing failure models
- Several people contribute
- Continuing work on models to build more sophisticated models

Deploy failure models into the CReDo Digital Twin
- Real assets, real scenarios, simulated failures
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What are the challenges we are aiming to solve through the to

1. Scalability
« Lots of substations — all similar to each other, yet all are different from each
other

« Deployment of models into real world scenarios

2. The need for contributions from different experts for a single failure model
« Capturing asset-specific structural and probabilistic failures
« Underlying mathematical models (e.g Bayesian models, probability
distributions)
« Continuous improvement of models by adding details
« QA and correctness of models
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Dashboard

Q Latest Activity

George has approved model, primary
substation 1

Stephane

Pt My Models My Reviews Quick Links

New Model Alice has completed probability elicitation

for model, primary substation 1

My Models .
Draft: 3 Structural: 1 CREATE NEW MODEL
Feviews John has completed probability elicitation

H " . for model, primary substation 1
Approvals Review: 3 Probabilities: 3 VIEW MY MODELS
Maodel Library . Bab has completed structural review for
For Approval: 1 Model Approval: 1 odel primary substation |
Help Approved: 3 VIEW MY REVIEWS

My Most Recent Model
Secondary Substation

Description

This is a model that provides understanding of the behaviour/degradation of remote terminal units, modems,
switchgear, distribution transformers and cable termination because of extremea heat conditions. It also considers
the possibility that there is a wildfire in closa proximity that may damage equipment,

. J—
':0:‘ Extreme Heat r 21/10/23 S Substation
. ;s a=
Marth City r 101023
+




STRUCGTURAL ELICITATION
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Model Builder - Structure

Stephane
Dashboard

Back-up
New Model Age Temperature Generation

MNetwork
Reconfiguration

My Models

Reviews

Approvals

Model Library i
Cable Termination

Help Fault

Environment &
Ventilation

Incoming Power
Failure

Upstream
Cascading Failure

ADD VARIABLE

REMOVE VARIABLE

REVIEW COMMENTS

Probabilistic
D Input
. Output

CONTINUE TO MODEL INPUTS

BACK

SAVE & EXIT
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PROBABILISTIC ELICITATION

Elicitation Questionnaire

map is here

Question 5: B

Dashhoard Think about cable terminations in this area during a peak in demand in summer. What is your probability in the

Bob

described scenario:
New Model

“of a cable termination fault due to temperature and solar radiation”

My Madels In the case that the ambient maximum temperature for that day/s outside is:

VIEW SCENARIO
Between 35 °C and 40°C for a day:

-

Rationale
Honae PREVIOUS ANSWERS
Chance of fault:
—_— 5%
- - k. SITE PLAN
A% VISUALISATIONS
Between 35 “C and 40°C for 7 days in a row: Ratianale
Chance of fault: :ﬂ: 3D ASSET VIEW
—_— 5%
o oo [&] SITE IMAGES
. . ; . CONTINUE
Between 35 °C and 40°C for 14 days in a row: Rationale
Chance of fault: BACK

—_— 5%




CReDo+ OpArN!
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or National Infrastructure
What next for the elicitation tool?

Using DET in BSRW...

1. Take out power network specific things; adapt embedding of failure model
into non-CReDo DT

2. Can we combine with e.g. USARIS failure models?
3. Make available to all DAFNI users and feed back into CReDo

$. Demonstrate at the September conference




- 3. DIGITAL TWINNING
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GREDO PLATFORM

Integration of asset and weather event data for different climate scenari

Status Indicators A

€§§ Area of interest

. Coastal flooding
@ Fluvial flooding

Eﬁect Of ,: \ } Yl | ® ruuvial flooding

Water Network -~

flooding on = Z 3 3 © 3
combined : | | ‘

%) Sludge Sites

energy, water % e aag N\ : N A
a n d te | eCO m S " 4 ! \ S o~ — :rimar: Subss!a(iorf
network G «

Communications Network A
= @ Exchanges

Cabinets

Masts

Healthcare System ~

@ Hospitals
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GREDO PLATFORM

Integration of asset and weather event data for different climate scenari

ETglﬁup

frontier™)

CReDo has been delivered through a first-of-its-kind
collaboration between academia, utilities networks and
government

Collaborating on the first phase of CReDo were Anglian Water,
BT and UK Power Networks, who used their asset and
operations data as well as weather data supplied by the Met
Office on a secure, shared basis to inform an increased level of
E Xt re m e h e a infrastructure resilience. These data sets were securely shared
to create a digital twin of the infrastructure system for energy.
water and telecoms. This enabled insights from the data that
We at h e r can inform decision making concerning capital and operational
planning and real time operations reducing the cost and
disruptive impact of extreme weather events. CReDo was

eve ntS delivered through a collaboration of research centres

(Universities of Cambridge, Edinburgh, Newcastle, and Warwick
along with the Science and Technology Facilities Council, and
the Joint Centre of Excellence in Environmental Intelligence)
and industry, funded by BEIS, the Connected Places Catapult
and the University of Cambridge.

=7 >
November 2049 November 2050

@

100km
CMCL | @ Mapbox @ OpenStreetiap Improve this map Failure Types




GREDO PLATFORM
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Integration of asset and weather event data for different climate scenari

Asset
networks .-

<
i
=

Change scenario

Open dashboard

Millgnnium Way.

] i

+ Status Indicators
O Direct failure
i
§ Indirect failure
Secondary failure

(/ﬁ Unsupplied connection
oW Rd

Hazard Data

O Area of interest

# Coastal flooding

3
@i‘q‘ Fluvial floeding
&
7 ® Pluvial flooding
%44
Water Network

Water Sites

Sewage Sites

November 2049

,_E'C & Sludge Sites
o« ¥
L
e f! ¥ Power Network
mRa g
s Primary Substations
Ba
V1o Ry Secondary Substations
Gﬂﬂun Rd
Communications Network
@ Exchanges
)
Exton’s Ry
November 2050

)
Ol
By
%

@
300m

CMCL | @ Mapbox @ OpenStreetMap Improve this map

Acknowledgements Failure Types
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GREDO PLATFORM

Integration of asset and weather event data for different climate scenari

Status Indicators
@ Direct failure

) Indirect failure
\\:\ Secondary failure

X Unsupplied connection

Hazard Data A
Area of interest
. Coastal flooding
& Fluvial floeding

@ Puvial flooding

Failure model e Network .

Water Sites

connected to
each asset

Power Network ~
Primary Substations

Secondary Substations

M Ove Communications Network ~

. © Exchanges
S||der @ Cabinets

Masts

November 2049 November 2050

300m

CMCL | @ Mapbox € OpenStreetMap Improve this map

About Acknowledgements
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Integration of asset and weather event data for different climate scenari

Asset data

Camera

Reset lo default

Imagery
O Light

® Dark

@ Qutdoors
® Satelite

Layers

A | Scenario
' Area of Interest
A | Environmental Hazanis
| Heat
A | Power Network
| Primary Substafions
| Secondary Substafions
A o Infrasinuciure Gonneclivity
| Power Network

‘Change scenario
Gurrent: Heat

Open dashboard

al ?

November 2049

November 2050

@O mapbox

+

(O DAFNI

Data & Analytics Facility
for National Infrastructure

Metadata Time Series

. All Entries:

- Properties

Name: Primary Substafion 03
1D: DADODS

Latitude: 52.77125°
Longitude: 0.41973°
Easting: 563335 m
MNorthing: 322040 m

Phone number: 3333076985

. Input states

Temperature State: 16.87 °C

Internal states
-

On Fire State: 0.62
Power State: 039
Flood State: 0.05

_ Output states

Power state: 0.41

- Outgoing connections

. Power Connection
. Connection 1

State: 0.41
- Supplies

- Properties
Name: Secondary Substation 02
ID: 0BO002
Latitude: 52.76262°
Longitude: 0 42545°
Easting: 563753 m
Northing: 321093 m
MPAN: 10010

Input states

Internal states

Output states

Costs

Flood containment measure
Fload preventative measure
Power containment measure

ction 2

Failure Types
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Integration of asset and weather event data for different climate scenari

Camera

Reset to default
Metadata

Imagery y 1 Select a data set:
O Light
® Dark
® Outdoors
® Sateliite

Layers

A v Scenario
Vv Avea of Interest
A v Environmental Hazards
v Heat
A v Power Network
/| Primary Substafions
' Secondary Substafions
A ¢ Infrastructure Connectivity
v Power Network

Time Input temperature state [-] i

0 1

1 7.916650295257568

2 5.577783107757568

3 4.868798732757568

4 6.781884670257568
Change scenario 5 9.850244522094727
Current Heat 6 11.545801162719727
7 15.647851943969727
Open dashboard 8 16.868310928344727
9 20.596582412719727
QP ? X 10 20.734277725219727
1 12.828516006469727

12 10.581933975219727 e

November 2049 November 2050
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Integration of asset and weather event data for different climate scenari

Summary
information
across
scenarios

Camera

Reset to default

Imagery
O Light
® Dark
® Outdoors
® Sateliite

Layers

A v Scenario
Vv Avea of Interest
A v Environmental Hazards
v Heat
A v Power Network
/| Primary Substafions
' Secondary Substafions
A ¢ Infrastructure Connectivity
v Power Network

Change scenario
Current Heat

Open dashboard

- 4

November 2050

Coming

back soon o]
soom |

(O DAFNI .,
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Metadata

Select a data set:

Time Series

Input temperature state [-] v

Date/Time

=1
3
o

A
Input temperature state [-]

L T B S T e

B

1
7.916650295257568
5.577783107757568
4.868798732757568
6.781884670257568
9.850244522094727
11.545801162719727

15.647851943969727
16.868310928344727
20.596582412719727
20.734277725219727
12.828516006469727
10.581933975219727 =

Failure Types
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Integration of asset and weather event data for different climate scenari

Weather event data

Asset data

Return
Models iﬂSig hts

Combined in
scenarios




Knowledge graph and ontologies
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Supports
interoperability

W

eather

(s

ector

G -

Supports

extensibility

As set Owner

GJ-GJGJ

'

- J
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Distributed Architecture

Manage scenarios, resolve connectivity, process
climate event data and failure models

Anglian Water’ s servers

= -]

A Extreme heat,
'P/\:aflood and climate
R projection data BT

S servers
Separation
o-0—O @ — @ of data

Data and
service

providers
@ data

UKPN’ s servers

s @ Need—to—knoy\/
@ access via

user interface

Other asset owner servers
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Connected Places

Ask not what you can do for CReDo
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DAFNI already has loads of NERC-funded stuff

 Closer integration between JASMIN, DAFNI and the CEDA Archive

« OpenCLIM and CGFI are examples of NERC funded projects on DAFNI
« Like CReDo, DAFNI projects have flooded many locations, such as Newcastle ©
« More climate resilience in BSRW

CEDA

Archive

ZAN
> LDoATN

for National Infrastructure
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Asset owners running their own data hosts

DT

I Digital twin with centrally driven simulations
AQOs host their own data on prem or in cloud

CEDA archive
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HANDLING CONFIDENTIAL DATA

... towards a trusted research environment?

« JASMIN and DAFNI use cases for TRE
- Though neither of us has healthcare data (nor do we want it thank you very much)
- We have contacts with the DARE UK projects and the Manchester group(s)

« CReDo needs a higher LoA than normal-DAFNI can provide

« Normal-DAFNI uses old school username/password to ensure the LoA




HIDING SENSITIVE DATA

Using computational complexitiy and more advanced crypto

* For cascade effects, the grap/ris important
- But locations are not
- Finding isomorphisms between graphs is NP-complete (I think)

« For environment effects, the /ocation is important
- Hide location with a one way trap door function

- Encoded nonce prevents replay and ensures each location has multiple encodings

- The central DT can encrypt but only AOs can decrypt

KJ83nmAI72IATee %

asMAJjh1389thcb21oY

P983hcHA9813bAXY

(> DAFNI

Data & Analytics Facility
for National Infrastructure

'



Bulldmg a Secure and Resﬂlent World
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https://www.ukri.org/what-we-do/browse-our-areas-of-investment-and-support/building-a-secure-and-resilient-world/

The aim is to:
« strengthen social and economic resilience
« enhance national security across virtual and physical spaces

« ensure the UK can absorb adversity, deal with change, and respond to emerging threats and
opportunities

Potential target areas include:

« the UK energy supply grid

« resilient supply chains, including food and critical materials
« UK response to global risks

- adaptation to change and robust decision making
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Centre of Excellemce for Resilient Infrastructure Analysis

https://www.dafni.ac.uk/the-centre-of-excellence-for-resilient-infrastructure-analysis/

« Can we combine the work from CReDo and DAFNI BSRW?
- Strengthen asset resilience modelling tools for non-electricity assets

- Feed back into future CReDo activities
« Improve user support on DAFNI domain experts with less technical patience
« More sharing Useful Stuff™ across digital twins on DAFNI

- CReDo stuff in credo group




THANK YOU

For more information, please contact:



mailto:credo@cp.catapult.org.uk

